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| @ source="traffic log' AND dayOfWeek=2 Vd 0| Q @ pfo6aeutk npaeuno € Ao6aeuTh ycnoeme

Bpemn Y3en WcTou... UmAa nonb3o... Mpaeuno HeicTBHe Mpu... Mpor... 30Ha HUCTOM... IP NCTOYHMKA MopT... 30Ha Ha3Ha... IP Ha3Haue... MopT... NAT agpec ... NAT ... NAT apgpec ... NAT ... B
17:08:29 utmcor... E,;; XypHan - Unknown Allow all o PazpelmTs TCP L) External @ 192.168.95.55 57036 £ Trusted © 192.168.... 80 0 0 6
17:08:29 utmeor...  [zL XypHan - Unknown Allow all @ Paspewnts TCP L3 External ® 192.168.95.55 57042 L Trusted @ 192.168.... 80 0 0 6
17:08:28 utmcor... E:l_ XypHan - Unknown To Logan < DNAT TCP L3 External @ 192.168.95.245 56132 Ld Unknown ® 192.168.... 8010 192.168.95.2... 56132 192.168.2.101 8010 6
17:08:24 utmcor... E}':; XKypHan - Unknown Allow all (] PaspeluuTs TCP L External @ 192.168.95.55 57040 £ Trusted @ 192.168.... 80 0 0 6l
17:08:23 utmcor... E:L XypHan - Unknown Allow all o PaspelwmTb TCP L External ® 192.168.95.55 57034 £ Trusted © 192.168.... 80 0 0 6
17:08:16 utmcor... Er:L XKypHan - Unknown Allow all (V) PaspelwmTs TCP LJ External @ 192.168.95.116 60077 L Trusted © 192.168.... 7680 0 0 5
17:08:16 utmcor... E,;; XypHan - Unknown Allow all o PaspelmTs TCP L External @ 192.168.95.55 57032 £ Trusted © 192.168.... 80 0 0 6
17:08:14 utmeor...  [=L XypHan - Unknown Allow all @ Paspewnts TCP L3 External @ 192.168.95.129 62676 £ Trusted @ 192.168.... 7680 0 0 5
17:08:14 utmcor... E}:L XypHan - Unknown Allow all o PaspelmTs TCP L External @ 192.168.95.55 57036 L Trusted ® 192.168.... 80 0 0 6l
17:08:07 utmcor... E:E XKypHan - Unknown Allow all Q PaspelumTs TCP E, External ® 192.168.95.55 57034 ,E, Trusted © 192.168.... 80 0 0 6
17:08:07 utmcor... E,}; XKypHan - Unknown Allow all (] PazpelumTs TCP LJ External ® 192.168.95.55 57030 L Trusted © 192.168.... 80 0 0 6
17:08:07 utmcor... E}:L XypHan - Unknown Allow all o PaspelwmTs TCP LJ External ® 192.168.95.55 57028 L Trusted ® 192.168.... 80 0 0 6
17:08:00 utmcor... E‘T:E XypHan - Unknown Allow all (V] PaspelmTs TCP L3 External @ 192.168.95.55 57032 L Trusted © 192.168.... 80 0 0 6l
17:08:00 utmeor...  [=L XypHan - Unknown Allow all @ Pazpewnts TCP L3 External @ 192.168.95.55 57026 £ Trusted @ 192.168.... 80 0 0 6
17:07:54 utmcor... E}:L XKypHan - Unknown To Logan < DNAT TCP LJ External ® 192.168.95.245 56128 L£d Unknown © 192.168.... 8010 192.168.95.2... 56128 192.168.2.101 8010 6
17:07:54 utmcor... E‘T:E XKypHan - Unknown To Logan < DNAT TCP L3 External @ 192.168.95.245 56127 L3 Unknown ® 192.168.... 8010 192.168.95.2... 56127 192.168.2.101 8010 [
17:07:53 utmcor... E,;; XypHan - Unknown Allow all o PazpelmTs TCP L) External @ 192.168.95.55 57024 £ Trusted © 192.168.... 80 0 0 6
17:07:52 utmeor...  [zL XypHan - Unknown Allow all @ Paspewnts TCP L3 External @ 192.168.95.55 57030 £ Trusted ® 192.168.... 80 0 0 6l
17:07:51 utmcor... E:l_ XKypHan - Unknown Allow all o PaspelumTs TCP L3 External © 192.168.95.55 57028 L Trusted © 192.168.... 80 0 0 6
17:07:45 utmcor... E}':; XKypHan - Unknown Allow all (] PaspeluuTs TCP L External @ 192.168.95.55 57026 £ Trusted @ 192.168.... 80 0 0 6l
17:07:44 utmcor-... Er:L XypHan - Unknown Allow all o PaspelwmTb TCP L External @ 192.168.95.55 57018 L Trusted ® 192.168.... 80 0 0 6l
17:07:38 utmcor... Er:L XKypHan - Unknown Allow all o PaspelmTs TCP L3 External ® 192.168.95.55 57016 L Trusted © 192.168.... 80 0 0 6
17:07:37 utmcor... E,;; XypHan - Unknown Allow all o PaspelmTs TCP L External @ 192.168.95.55 57024 £ Trusted © 192.168.... 80 0 0 6
17:07:37 utmeor...  [=L XypHan - Unknown Allow all @ Paspewnts TCP L3 External @ 192.168.95.55 57022 £ Trusted @ 192.168.... 80 0 0 6
17:07:37 utmcor... E}:L XKypHan - Unknown Allow all o PaspelmTs TCP LJ External ® 192.168.95.55 57020 L Trusted © 192.168.... 80 0 0 6
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CBOICTBa YCNIOBUA NPaBwU/ia aHaNUTHKH Q

HazgaHwe: Mimikatz

Onucanwe:

OrpaHnu1TL BPEMS BbiMOHEHNS
YCNOBMA:

BpemMs BbINOMHEHWSA YCNOBUS,
(cek):

3anpoc dunbTpa: @ source = 'wmi log' AND (data ~ 'mimikatz' OR data ~ 't s 0

IpynnupoBaTtb Mo: | action

address

application
applicationCategory
applicationTechnology
applicationThreat
bytesRecv

bytesSent

MoBTOpeHwiA WwabnoHa: 1 =

[comr | _omens

Haitu:
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njle UserGate [Jawbopn | XypHanbl n 0T4ETHI |

| AvarHoctvka u MonuTopuHr | TwkeTsl | Hacrpoliku | [omouwp | mmm Pycckwii » | Admin «

01 Mapt 2021 r. 00:00 — 25 Mai1 2021 r. 23:59 ~ ID: Bce ~ Mpasuna: Bce ¥ Craryc: Bce ~ Mpuopurer: Bce ~ Ewé ~ Q PaclumpeHHbI CoxpaHuTb Kak
¥Y3en Bpems ID Bpemsa nepeoro co... Bpems nocnepgHero... Mpasuno KaTeropus Cratyc Mpuopurer ¥ | AAMHHMW... Monb308.... CurHaTtypsl
loganalyzer@ugutm 15:36:58 SEC-20 15:16:19 15:19:48 Download Mimikatz by Certutil.exe Security Active (V) HopManbHb| CopTpoBaTb Mo BO3pacTaHWo fer
loganalyzer@ugutm 15:36:36 SEC-19 15:24:35 15:24:35 Mimikatz Use (credentials access) Security Active © HopManbHbl CopTupoBaTe No yBbIBaHUIO  for
loganalyzer@ugutm 15:36:36 SEC-18 15:21:10 15:21:10 Mimikatz Use (credentials access) Security Active © HopmManbHbl [ CTon6us p ler
loganalyzer@ugutm 15:36:36 SEC-17 15:21:10 15:21:10 Mimikatz Use (credentials access) Security Active 9 HopManbhbiii  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-16 15:20:35 15:20:35 Mimikatz Use (credentials access) Security Active 9 HopManbHbid  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-15 15:20:35 15:20:35 Mimikatz Use (credentials access) Security Active © Hopmanbhbii  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-14 15:20:35 15:20:35 Mimikatz Use (credentials access) Security Active 9 HopManbHbiii  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-13 15:20:35 15:20:35 Mimikatz Use (credentials access) Security Active () HopmanbHbii  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-12 15:20:35 15:20:35 Mimikatz Use (credentials access) Security Active o Hopmanbhbidi  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-11 15:20:35 15:20:35 Mimikatz Use (credentials access) Security Active © Hopmanbhbiii  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-10 15:20:34 15:20:34 Mimikatz Use (credentials access) Security Active 9 HopManbhbiii  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-9 15:20:34 15:20:34 Mimikatz Use (credentials access) Security Active 9 HopManbHbid  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-8 15:20:34 15:20:34 Mimikatz Use (credentials access) Security Active © HopmanbHbii  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-7 15:20:34 15:20:34 Mimikatz Use (credentials access) Security Active 9 HopManbHbiii  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-6 15:19:48 15:19:48 Mimikatz Use (credentials access) Security Active 9 HopmanbHbii  Administr... Unknown Her
loganalyzer@ugutm 15:36:11 SEC-5 15:05:51 15:16:09 Possible RDP Brute Force Security Active () Hopmanbhbii  Administr... Unknown Her
loganalyzer@ugutm 15:36:11 SEC-4 15:05:43 15:06:07 Possible RDP Brute Force Security Active © HopmanbHbii  Administr... Unknown Her
loganalyzer@ugutm 15:36:11 SEC-3 15:05:35 15:06:06 Possible RDP Brute Force Security Active 9 HopManbhbiii  Administr... Unknown Her
loganalyzer@ugutm 15:36:11 SEC-2 15:05:19 15:06:05 Possible RDP Brute Force Security Active 9 Hopmanbhbid  Administr... Unknown Her
loganalyzer@ugutm 15:36:11 SEC-1 15:00:45 15:02:06 Possible RDP Brute Force Security Active © Hopmanbhbiii  Administr... Unknown Her




CpabaTtbiBaHve Cratyc . TukeTsl
Y3en: logan_core@stiothhesese
SEC-15 v Bpemsi: 15:36:36 MokasaTtb Cratyc: Active MNpuoputeT: €@ HopManbHb! El Ao6aBnTb B TMKET
Bpems: 15:20:35
Bpemna Bpems n... Bpems n... Y3en WUcTom... Bax<Ho... KoMnoHeHT Tun cobbiTns WUmsa n CeHcop: Win10 Mpw... Mpor... HTTP
:20: \ Inkn I
15:20:35 logan_. o KypHan Unkno CuBTaMK: Sysmon
®daiin xypHana nora: Microsoft-Windows-Sysmon/Operational
YpoBeHb nora: @ Information

WCTOUHMK XypHana cobbiThid:  Microsoft-Windows-Sysmon

Kateropus nora: 2

KaTeropus 3agaum: File creation time changed (rule: FileCreateTime)

MmMs koMnbloTepa: MSEDGEWIN10.usergate.demo

Koa cobbitua nora: 2

MoeHtndukatop cobbitus 2

nora:

Tun cobbitua nora: 3

Crpoka BCTaBku: T1099,2021-05-25 12:20:35.079,{43199d79-9603-60ac-8800-

000000001200%},2388,C:\Windows\Explorer.EXE,C:\Users\Administrato
r\mimikatz_trunk\x64\mimikatz.exe,2021-05-18 14:08:42.000,2021-
05-25 12:20:35.051

[AaHHble: File creation time changed:
RuleName: T1099
UtcTime: 2021-05-25 12:20:35.079
ProcessGuid: {43199d79-9603-60ac-8800-000000001200}
Processld: 2388
Image: C:\Windows\Explorer.EXE
TargetFilename:
C:\Users\Administrator\mimikatz_trunk\x64\mimikatz.exe
CreationUtcTime: 2021-05-18 14:08:42.000
PreviousCreationUtcTime: 2021-05-25 12:20:35.051
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Display a menu




BKAIOYEHO: vl

HaseaHue: Test rule

Onucanue:

[Levicteue: OTnpaevTb email v

IpynnupoBaThb noxoxve cpabaThiBaHua:  3a NepUos BPEMEHH -
Mepwog rpynnnpoBKu (cex.): 61 =

KonuuecTBo cpabaTbiBaHuit:

3anucbiBaTh B XypHan npaBu: v

Cavom ] omwens

Haitu:

Dienlav a manti



TUKeTbl Co3paTtb TUKET

| @ nawopa| 8 slor| B SEC-0:Possible networ compromize * [[SJEESEETEEE
[SEC-1] test ticket

f PepakTuposatb [] KommenTtuposath & HazHauute & Pa6ounii npouecc ¥

— Oetanu

Tun: Incident
MpuopureT: &) BaxHbIN

Npaewno: He onpegeneHo

— OnucaHune

Crartyc:  Open

Pewenne: He 3aBepluéH

Display a menu
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TecToBbIA TUKET
— 4 CpabatbiBaHns
25 Mai 2021 r. ~ ID: Bce ~ MpaBuna: Bce ¥ Craryc: Bce ¥ Mpuopurert: Bce ~ Eweé ~ Q PaclumMpeHHbIi CoxpaHuTb Kak MonynapHbl
¥3en Bpemsa ID Bpems nepBoro co... Bpemsa nocnepgHero... K... Cratyc MpuopuTter AQMMHM... Monwb30B.... CurHatyp
loganalyzer... 15:36:58 S. 15:16:19 15:19:48 [ 3 Active (Y] Hopma... Administr... Unknown Her
loganalyzer...  15:36:36 S.. 15:24:35 15:24:35 H. s. Active (] Hopwma... Administr...  Unknown Het
CrpaHuua 1 n3l C
— & MXypHanbi
O f @ Ter:Bce ¥ Q YpanuTb U3 THKeTa [o6aBUTb B TUKET
Bpemsa Bpems n... Bpems n... Y3en WUcTou... Ba)<HO... KoMnoHeHT Tun cobbiTns WUmsa nonb3o... NcTOoOuHMK Yyer name-... na
16:34:04 utmeor...  [55 XKypHan | Unknown
16:34:04 utmeor...  [5h XypHan | Unknown
16:33:06 utmeor...  [5 XKypHan | Unknown
16:33:06 utmeor...  [54 XKypHan | Unknown

— Jlrogn
HasHaueH: Administrator
UHnumnaTtop: Administrator
MocnegHue Administrator
U3IMEeHeHuA:

— AaTtbl
CozpaH: 16:59:53
N3meHEH: 17:00:37

— BnoxeHna

[_f]] 3arpy3urtb aiin

mc.png

-
I Ynanutb
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Ji"UserGate

Hawbopn

Aawbéopn |

17

Top 10 analytics rules Fopg Mecay Henens | [ewe | Ceifwac | 2 # x| [Last 10 triggered alerts fon | Mecay  Henena  Oeds | Celiuac | 2 4
Bpema + ID Mpaesuno Craryc ‘ MpuopuTer | AQMHHH...
check wmi 14:15:28 SEC-297.. [ WMI-cert..  Active © Hopma... Anna
GEOip 14:15:28 SEC-297.. [T WMI-cert..  Active © Hopma..  Anna
WML-Mimikatz Use 14:15:28  SEC-297..  [IWMI-cert.  Active © Hopma..  Anna
WMI-certutil 14:15:28 SEC-297... [ WMI-cert... Active (3] Hopma... Anna
WMI - bitsadmin 13:41:00 SEC-297... [ WMI-cert... Active (5] Hopma.. Anna
, , : : . . . 13:41:00 SEC-297.. [ WMI-cert..  Active © Hopra..  Anna
0 200k 400k 600K 800K M 1,2M 13:41:00 SEC-297... [ WMI-cert... Active [ Hopma... Anna
Top 10 triggered alerts source countries # x | |Triggered alerts graph Fopg Mecau | Henens [fede | Celuac | & 4
- 800000 /
00000 /
400000 /
200000 /A\ /
) . *
15 Anp 2021 21 Anp 2021 27 Anp 2021 3 Mait 2021 9 Maii 2021

10 Maid 0:00:00

s CpaBaThiBaHWA: -
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Ji" UserGate

[Jawbopn | XypHanbl n 0T4ETHI |

m 2. Npaeuna peiicTemii E}. L EGEYSTERTEM & Moapo6HocTu cpabaTbiBaHus

| AvarHoctvka u MonuTopuHr | TwkeTsl | Hacrpoliku | [omouwp | mmm Pycckwii » | Admin «

01 Mapr 2021 r. 00:00 — 25 Mai1 2021 r. 23:59 ~
¥Y3en Bpems ID
loganalyzer@ugutm 15:36:58 SEC-20
loganalyzer@ugutm 15:36:36 SEC-19
loganalyzer@ugutm 15:36:36 SEC-18
loganalyzer@ugutm 15:36:36 SEC-17
loganalyzer@ugutm 15:36:36 SEC-16
loganalyzer@ugutm 15:36:36 SEC-15
loganalyzer@ugutm 15:36:36 SEC-14
loganalyzer@ugutm 15:36:36 SEC-13
loganalyzer@ugutm 15:36:36 SEC-12
loganalyzer@ugutm 15:36:36 SEC-11
loganalyzer@ugutm 15:36:36 SEC-10
loganalyzer@ugutm 15:36:36 SEC-9
loganalyzer@ugutm 15:36:36 SEC-8
loganalyzer@ugutm 15:36:36 SEC-7
loganalyzer@ugutm 15:36:36 SEC-6
loganalyzer@ugutm 15:36:11 SEC-5
loganalyzer@ugutm 15:36:11 SEC-4
loganalyzer@ugutm 15:36:11 SEC-3
loganalyzer@ugutm 15:36:11 SEC-2
loganalyzer@ugutm 15:36:11 SEC-1

ID: Bce ~

BpemMs NepBoro co...

15:16:19
15:24:35
15:21:10
15:21:10
15:20:35
15:20:35
15:20:35
15:20:35
15:20:35
15:20:35
15:20:34
15:20:34
15:20:34
15:20:34
15:19:48
15:05:51
15:05:43
15:05:35
15:05:19
15:00:45

Mpasuna: Bce ¥

Craryc: Bce ~

BpeMﬂ nocnegHero...

15:19:48
15:24:35
15:21:10
15:21:10
15:20:35
15:20:35
15:20:35
15:20:35
15:20:35
15:20:35
15:20:34
15:20:34
15:20:34
15:20:34
15:19:48
15:16:09
15:06:07
15:06:06
15:06:05
15:02:06

Mpuopurer: Bce ~

Ewé v Q

Mpasuno

Download Mimikatz by Certutil.exe
Mimikatz Use (credentials access)
Mimikatz Use (credentials access)
Mimikatz Use (credentials access)
Mimikatz Use (credentials access)
Mimikatz Use (credentials access)
Mimikatz Use (credentials access)
Mimikatz Use (credentials access)
Mimikatz Use (credentials access)
Mimikatz Use (credentials access)
Mimikatz Use (credentials access)
Mimikatz Use (credentials access)
Mimikatz Use (credentials access)
Mimikatz Use (credentials access)
Mimikatz Use (credentials access)
Possible RDP Brute Force
Possible RDP Brute Force
Possible RDP Brute Force
Possible RDP Brute Force
Possible RDP Brute Force

PaclumpeHHbI

KaTteropus

Security
Security
Security
Security
Security
Security
Security
Security
Security
Security
Security
Security
Security
Security
Security
Security
Security
Security
Security
Security

CoxpaHuTb Kak

Crartyc
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active

Active

Mpuopurer v

() HopManbHs!
© HopmanbHs!

(] HopManbHbii
() HopMarnbHbIi
© HopmMarnbHbIi
(] HopManbHbi
© HopmManbHbii
o HopmarnbHblii
© HopmarnbHblii
(v] HopmManbHbIi
() HopmMarnbHbIi
© HopmarnbHbIi
(] HopManbHbi
(V] HopmManbHbi
(V) HopmarnbHbli
o HopmManbHbii
9 HopManbHbii

(V) HopmMarnbHbIi

AOMMHMN... Monb308B...

CopTMpOBaTh NO BO3pacTaHUio fer

CopTupoBaTtb no yobiBaHWIO  [or

© Hopmanehb [T Cron6uel » ler
Administr... Unknown Her
Administr...  Unknown Her
Administr...  Unknown Her
Administr... Unknown Her
Administr...  Unknown Her
Administr...  Unknown Her
Administr...  Unknown Her
Administr... Unknown Hetr
Administr...  Unknown Her
Administr...  Unknown Her
Administr... Unknown Her
Administr...  Unknown Her
Administr...  Unknown Her
Administr...  Unknown Her
Administr... Unknown Hetr
Administr...  Unknown Her
Administr...  Unknown Her

© HopmarnbHblii

CurHaTtypsl




ol
IIII' UserGate [Jawb6oppn | XKypHanbl u 0TYETHl | AHanuTuka | [uarHocTuka u MOHMTOpWHE | TukeTsl | Hactpoiiku | Momowp « | B Pycckuii » | Admin «

E- Npasuna ananutukn B Mouck B Npaeuna peiicTemii I_ B, NMoppo6HocTu cpabaTbiBaHus
[ 01 Maprt 2021 r. 00:00 — 25 Maii 2021 r. 23:59 ¥ ] | ID: Bce ¥ ] | MpaBwuna: Bce ¥ I | Craryc: Bce v ] [ Mpuopurer: Bce v I [ Ewe v ] D | PaclumMpeHHbIi I l CoxpaHWUTb Kak ]
Y3en Bpems ID Bpems nepeoro co... Bpems nocnegHero... Npaeuno Kateropus Cratyc Mpuopurer AaMuHMCTpaTop Monb308... CurHaTtypsi
loganalyzer@ugutm 15:36:58 SEC-20 15:16:19 15:19:48 Bl Download Mimikatz by Certutil.exe Security Active Hopmanbhbiii  Administrator Unknown Her
loganalyzer@ugutm 15:36:36 SEC-19 15:24:35 15:24:35 Bl Mimikatz Use (credentials access) Security Active Hopmanbhbii  Administrator Unknown Her
loganalyzer@ugutm 15:36:36 SEC-18 15:21:10 15:21:10 Bl Mimikatz Use (credentials access) Security Active Hopmanbhbiii  Administrator Unknown Her
loganalyzer@ugutm 15:36:36 SEC-17 15:21:10 15:21:10 Bl Mimikatz Use (credentials access) Security Active Hopmanbhbiii  Administrator Unknown Her
loganalyzer@ugutm 15:36:36 SEC-16 15:20:35 15:20:35 Bl Mimikatz Use (credentials access) Security Active HopmanbHbii  Administrator Unknown Her
loganalyzer@ugutm 15:36:36 SEC-15 15:20:35 15:20:35 Bl Mimikatz Use (credentials access) Security Active Hopmanbhbiii  Administrator Unknown Her
loganalyzer@ugutm 15:36:36 SEC-14 15:20:35 15:20:35 Bl Mimikatz Use (credentials access) Security Active HopmaneHbiti  Administrator Unknown Her
loganalyzer@ugutm 15:36:36 SEC-13 15:20:35 15:20:35 Bl Mimikatz Use (credentials access) Security Active HopmanbHbiii  Administrator Unknown Her
loganalyzer@ugutm 15:36:36 SEC-12 15:20:35 15:20:35 Bl Mimikatz Use (credentials access) Security Active Hopmanbhbiii  Administrator Unknown Her
loganalyzer@ugutm 15:36:36 SEC-11 15:20:35 15:20:35 Bl Mimikatz Use (credentials access) Security Active Hopmanbhbiii  Administrator Unknown Her
loganalyzer@ugutm 15:36:36 SEC-10 15:20:34 15:20:34 Bl Mimikatz Use (credentials access) Security Active Hopmanbhbiii  Administrator Unknown Her
loganalyzer@ugutm 15:36:36 SEC-9 15:20:34 15:20:34 Bl Mimikatz Use (credentials access) Security Active Hopmanbhbii  Administrator Unknown Her
loganalyzer@ugutm 15:36:36 SEC-8 15:20:34 15:20:34 Bl Mimikatz Use (credentials access) Security Active Hopmanbhbiii  Administrator Unknown Her
loganalyzer@ugutm 15:36:36 SEC-7 15:20:34 15:20:34 Bl Mimikatz Use (credentials access) Security Active HopmaneHbiii  Administrator Unknown Her
loganalyzer@ugutm 15:36:36 SEC-6 15:19:48 15:19:48 Bl Mimikatz Use (credentials access) Security Active Hopmanbhbiii  Administrator Unknown Her
loganalyzer@ugutm 15:36:11 SEC-5 15:05:51 15:16:09 Bl Possible RDP Brute Force Security Active Hopmanbhbiii  Administrator Unknown Her
loganalyzer@ugutm 15:36:11 SEC-4 15:05:43 15:06:07 Bl Possible RDP Brute Force Security Active Hopmanshbii  Administrator Unknown Her
loganalyzer@ugutm 15:36:11 SEC-3 15:05:35 15:06:06 Bl Possible RDP Brute Force Security Active Hopmanbhbiii  Administrator Unknown Her
loganalyzer@ugutm 15:36:11 SEC-2 15:05:19 15:06:05 Bl Possible RDP Brute Force Security Active Hopmanbhbii  Administrator Unknown Her
loganalyzer@ugutm 15:36:11 SEC-1 15:00:45 15:02:06 Bl Possible RDP Brute Force Security Active Hopmanbhbiii  Administrator Unknown Her
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